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Introduction

Digital FORENSICS - discovering and processing of &
information located on all types of electronic devices =
with digital storage, including computers, cell phones,
networks, different electronic devices in a manner that

ensures it is reliable enough to be admitted into
evidence.
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DF components:
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Introduction

Digital stands for the Technology used for:

 Discovering and processing of information on a large scale (CF)

* Mobile device forensics

* Analysis of non-standard digital devices (functionality and memory,
e.g. embedded flash storage)
* Live response

» Multimedia forensics

* RE, Malware, etc.
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Introduction

Digital stands for technological R&D

» standardization of common file formats, schemas, abstractions and
entities (CDESF, DFXML)

* DF software development (LE only, commercial or open source)

<metadata xmlns="httg ensicswiki iki/C
xmlns: ft="http freetool.ucd.ie >
<ft:organisation>Garda Siochana</ft:organisation>
«ft:department>GBFI</ft:department:
«ft:examiner>DC Murphy</ft:examiner:>
«ft:investigator>DS 0'Shea</ft:investigator:
«ft:case_id»>IG2@1204</ft:case_id>
<fticase_description>0p Notion</ft:case_description>
<ft:case_typerFraud</case_type>
<ft:exhibit_id»@4-@@1-AM</ftiexhibit_id>»
<ft:exhibit_description>thumb drive A</ft:exhibit_description:>
<ft:suspect>Not applicable</ft:suspect> i
<ft:comments»analysis of thumb drive A found at scene</ft:comm|
<ft:time format="IS0">2014-01-22T@9:22:47Z</ft:time>
</metadatax

sTOOL

Frea Ralable Tools for Investigating Cybercrime
% >




Introduction

Forensics stands for the Process and People:

® Development and implementation of forensically sound -
methodology depending on legal requirements: q:

- acquiring electronic information as it originally
discovered ;

-verified forensic methodology and technology is
used (reliable evidence);

- all procedures are documented in chronological
order (chain of custody); | FORENSIC EXPERT |

'IT'S_N(I?WHAT YOUTHINK.. @B

- sufficient qualified personnel to carry out all the
tasks and interpret the results (qualification is
beyond the reasonable doubt)




Introduction

Much of the work over the past 20 years has focused on the post
mortem acquisition , search, sort and presentation of information stored
on various types of storage media. Now DF practices are being forced
to change quickly and old practices becoming obsolete.

Due to enormous growth in electronic writings (websites, social
networks, email, text messaging, web archives and mobile devices) the
authentication of such evidence became difficult for the courts all over
the World.

Today forensically sound methodology only can be assured through
QMS and accreditation :

& ﬂ*’-.'l
- Verified processing environment and equipment *ﬁSO Y
‘g . c ¥ )
- Verified and reliable science-based methods used %Imﬂﬁg
4

- Personnel competence assurance
Quality 1s Assured

o000



Classic DF:

Example:

HDD (Hard Disks)

Write Blocking - is successful most of the times (preserve exact copy of all
the data)

Hashing — data verification is successful on the drive level with the use of one-
way crypto hashing (SHA1 or MD5)

Integrity — no risks for any original data modifications during the analysis

HEADER

containing 8 ORIGINALDATA |

added Case O

INFORMATION




Modern DF

Examples:

Mobile Device (smartphone)

Write Blocking - is extremely difficult (the communication vector between
smartphone and host computer / acquisition device is required. Write
protection will not work during forensic acquisition or even data modification
required to be able to connect the device (ex. — the use of bootloader).

Hashing — data verification with the use of one-way crypto hashing can be
applied on the file level.

Integrity — forensic acquisition methods may involve removing a chip, changing
the configuration of the device (to prevent remote access). Some procedures
may cause loss or damage of the original data. (even if a device appears to be
in an off state, background processes (ex. alarm clock) may still run.
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Examples:

SSD (Solid State Drive)

Write Blocking — SSD “Self-Corrosion” — “Garbage Collection” process running
on the background in most modern SSD-s and permanently erase data marked
for the deletion in minutes. It is very hard /impossible? to prevent GC by
attaching it to the WB device of another computer. (GC operates depending on
the TRIM command) — (see “SSD Forensics 2014” by Yuri Gubanov at forensic.belkasoft.com/en/SSD-2014)

Image verification by hashing — may not be successful on the drive level.

Integrity — forensic acquisition methods may involve removing a chip. Some
procedures may cause loss or damage of the original data due to some
background processes (GC, firmware bugs etc.) may still run.

{4 rrinistrato

C:sUWindowsssystem32>fsutil behavior guery dizabledeletenotify
DizahleDeleteMotify = 0

C:Hindows“system32>fsutil behavior set disabledeletenotify 1
DizahleDeleteMotify = 1

C:sWindowshsystem32>fsutil behavior guery disahledeletenotify
DizahleDeleteMotify = 1

C:sWindowss\system32>
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Modern DF

Examples:

Context of websites

R ) e

T e wme e ermees  wwwssa Rres e Pees etw e seoe Gemeeeoms W st m— - ——

Dynamic — may display different content to different users (browsers, malware,
region etc). May change its content in seconds, during the some sort of capture

or acquisition.

Hashing alone does not help to verify the content.

Integrity — the content can be easily forged after saving it on the local mashine.
Content can be manipulated with the text editor. The captured data may be
incomplete (ex. only one part of the communication)




DF Challenges

Authentication issues
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DF Tools (Technoloqgy):

Output

>

Blackbox

Reports,
Electronic
evidences

All-in-one commercial forensic suites or applications

Advantages: Disadvantages:

Automated processing (SQL) Expensive, user lock-in

Evidence-oriented design Difficult to learn all the capabilities and match
Show-Filter-Report model them to the method requirements

Tested, some sort of stable ... Cannot be validated by the vendor

Contain bugs
functionality limitations are not specified by
the commercial supplier

o000



Output

>

Blackbox

Why Should You Add.to Your Mobile Investigative Workflow?

Some people might question why they should incorporate. into their mobile analysis after the acquisition stage, as
6also gets data from third-party applications. The answer; each tool returns different results, and specializes in
different areas (as is the case with all of the tools in your kit).- is the best solution for acquiring mobile images
from a wide variety of devices, while. returns the most evidence from third-party applications used on the most
common devices.

What limitations exactly tools have ?
What CS parameters does have an impact
on the results?

Costs = (Sl + S2 + T1+T2) + annual SMS (subscription Maintenance Support)



Example “all-in-one” commercial products:

MPORTANT: These steps must be followed in the specified
order or the installation will not be successful!

L1 Frogram

Imstall ‘

similar functionality

KFF Library

2 Install KFF Library

How do You know if it is successful?
DF unit capabilities PrOCeSSing |09 files?
Simultaneous use of FS1, FS2 & FS3?

Same 4 FT

0000800
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Framework for e-evidence admissibility

5 suggested classical tests for Reliability and Authenticity of e-evidence :

a) The data (both the content and associated metadata) that a party rely upon have
not changed (or if the data have changed, there is an accurate and reliable method of
recording the changes, including the reasons for any such changes) from the

moment they were created to the moment they were submitted as evidence. -

(hashing )

b) As a corollary to (a) above, it is necessary to demonstrate a continuity of the data
not being altered between the moment the data were obtained for legal purposes and
their submission as an exhibit (chain of custody ).

c) As a corollary to (b) above, it should be possible to test any techniques that were
used to obtain and process the data. (the examination must be repeatable by the
third party )

d) The data can be proven to be from the purported source.

e) The technical and organizational evidence demonstrates the integrity of the data is
trustworthy, and is therefore considered to be reliable. (Lab’s certification )

Taken from Electronic Evidence (2nd edition, LexisNexis
Butterworths, 2010), 4.25



Preliminary conclusions:

* DF is slightly more complex than just data carving, visualisation,
filtering and reporting;

 “All-in-one” commercial solutions cannot solve all the DF tasks
there is need for a toolbox (may be expensive, may still not have
capabilities as operational requirements dictate);

* All the tools (commercial or open source) and DF methods need to
be validated and routinely verified;

* There is a need for DF Networks for Training, Research and
Education (ENFSI, 2CENTRE, SWGDE, etc):

- to develop tools that cover gaps in LE & DFL operational

capabilities;

- to test validate tools and methods;

- to create reference samples;

- to make collaborative exercises and proficiency testing

- to develop BPMs, guidelines and trainings



A Good Example — FREETOOL project:

F TR 7 T R MR S WO T R

UCD School of Computer Science and Informatics
Scoil na Riomheolatochta agus na Faisngisiochta UCD

Projects

Project Name
Deepthought

FRST

Mighty Artifact Analyzer
Roast Lamb
SOLiteProcessor

Preliminary evidence investigation tool

Framework for generating IR and LF tools for use on a running Linux system
First Responders Forensic Scanning tool

Automatic internet evidence analysis tool

RAM dump analysis tool

SQLite Analysis and Processing tool

Short Description

TimeStamper Timestamp converting tool
Workflow Popularization of DFXML for interchanging forensic data
General An area for general project information
Testing: Validation (Daubert Guidlines):

1. Developer testing
2. User testing (by the LE
forensic units)

Empirical testing

Peer review / Publication
Estimation of the error rates
User guide /SOP

DF community acceptance

CIER 9 I



A Good Example — FREETOOL project:

How to invite Testers to FREETOOL
Guidelines for participating

« testers must be full-time digital forensic investigators working for a law-enforcement agency
Information needed for subscription

+ Testers have to provide their:

o email address

full name
organization

person of contact to verify their participation privilege

Whom to contact at UCD

& o o

The information from above has to be send at Efreetool@ucd.ie via eMail
Next steps

UCD will check for the guidelines and the full name and e-mail address to Frederik who will grant credentials to the tester as

+ username (first letter of the first name followed by last name)
« initial password (to change after first login)

What may they expect

» Testers have full reading access to the wiki

* They may download software applications and
* They are allowed to participate on the forum
+ They have no access to to SVN

< =i




Can the program or algorithm be
explained in words, not only in code?

- Hi!
- Python downloaded!
Ready to code

S BtaE Can someone with or without

programming background understand
your code reading the comments? (for
peer review)




DF most important component — PEOPLE M ' NM

There is an absence of standards in Europe determin  ing the
characteristics that an expert in forensic science must satisfy.

Both (jurists and experts) of the opinion that the profile of a CF professional must

fulfill is to have a degree in computer science, engineering or mathematics. They - -

feel it necessary to have a certificate of forensic analysis in digital media issued by
a public authority + 2 years of experience in CF field.
For those, who do not have university degree, as a minimum 5 years of experience
+ as much certificates as possible (public + private).

“Technical staff remain up to date using a combination of training programs that are
delivered internally and externally :

- not only the effective use of the forensic tool

- also extensive knowledge and understanding of the file types being analyzed
and the original applications used to generate the file data.

Routine proficiency testing in accordance with the tasks mu st be applied.



2CENTRE Estonia LE training:

- DF principles and legal framework;
- rules for e-evidence admissibility;

- Live response freeware tools and
techniques;

- Principles and techniques of “post
mortem” DF analysis.

- Mobile device forensics challenges



C:AWindows\system32\cmd.exe - python

IC:\Users\Pavel>python ~
ython 2.7.8 {(default, Jun 30 2014, 16:03:49> [MSC v.1500 32 bhit {Inteld] on winl§

Yhelp", “copyright', “credits" or "license" for more information.

import hashlib

myString = "Your attention"
hash = hashlib.md5C)
hash.update(myString>
hexMD5 = hash.hexdigest ()

print(myString + " MD5 hash is: "+ hexMD5.upper{d)
our attention MD5 hash is: 9565COF45E06E648937D7887C74A511D

>>> print ("THANK YOU *')
HANK YOU *

el 6C1016)
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