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Critical Networks

Industrial plant is now heavily networked.


The critical networks connect the control 
equipment that manage critical processes.


Compromise these? Compromise critical facilities. 
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Critical?

Power


Water


Sewerage


Traffic control and transportation
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Network priorities

Our usual security concerns are:


Confidentiality, Integrity and Availability


Critical networks are concerned with:


Availability, Integrity and then Confidentiality
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SCADA

Industrial networks in the critical sphere uses to 
control dispersed assets with centralised 
acquisition and control.


Supervisory Control and Data Acquisition
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SCADA Example
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SCADA limitations
SCADA devices are often:


embedded


rudimentary TCP/IP stack


no on-board security


hard to upgrade


very resource-limited
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Design

Robust


Reliable


Real-time


Safe


Traditionally isolated - not designed to be secure
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Today

Many systems now on-line


Firewalls used to prevent access to fundamentally 
insecure systems, replacing air gaps


Once firewall or air gap breached, often no second 
stage of protection
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Threats

Stuxnet (2010)


Vitek Boden (2000)
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Vitek Boden
Disgruntled former employee of SCADA installer


Did not find employment with Maroochy Shire


Drove around issuing radio commands to insufficiently 
secured sewage equipment


His actions were detected by monitoring and confirmed by 
post-arrest forensics


No security policies or procedures in place


No defences
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After Boden
Difficult to protect against insider attacks


Improper radio configuration 


SCADA devices should be secured


Security controls should be used correctly


All access should be recorded


SCADA should preferably be upgradeable. 
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Administrative Response

NIST SP 800053 Controls would, if implemented, 
have limited Boden’s actions


Access control, authentication and identification 
are clearly identified as key issues


Firewalls should be a good solution here
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Why aren’t firewalls 
working?

We understand how firewalls should work.


Why don’t they?


Misconfiguration in software, placement and 
design.
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Serious misconfiguration
Wool (2004) over 74 real configurations:


More than 80% had serious errors


45% allowed DNS, FTP inbound


Errors proportional to rule-set complexity


Later software didn’t improve things


Similar results from Yuan et al (2006) 
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Problems
Good policy can turn into bad configuration


Details, device issues


Rule complexity, ordering issues, interactions


Repetitive and manual entry


Proprietary and device specific


Bad policy never becomes good
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Auto-configuration
From Bellovin and Bush (2009), we need:


Clear policies


Accurate topology knowledge


Management software


Parameterised configuration


But what about abstraction and verification?

17



Detecting Misconfiguration

Probing the firewall


Can’t test everything


Formal verification


Issues with complexity and representation
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Firewall Auto-config

High-level security policy description


Formal verification


Platform and device independent


Emulated pre-deployment test environment


Post deployment verification and monitoring
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Policy and Standards

What about existing policies?


ANSI/ISA-99 standards to improve control system 
security. (2012)


Provides description of:


Zones


Conduits
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Zones

A grouping of systems with similar security 
requirements


single security policy for all members of a zone
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Conduits

A secure communications channel between zones
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Zones and Conduits
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Problems

Zone-Conduit is a not a model for automation


Does not always map cleanly to real systems
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Hypergraph representation
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Extensions
Recent work at Adelaide has proposed extensions 
to the existing standard


Dedicated Firewall-Zones: required to precisely 
capture firewall management traffic 


Abstract-Zones: capture distinct policy 
requirements of serial firewalls


Carrier-Zones: provide abstraction for carrier-
based transit outside of our control
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Case studies
Analysis of four live (confidential) SCADA 
configurations using new model with extensions 
identified:


Several standard violations


Several security problems outside of standard


70 incorrect ACLs


Unnecessary (wasteful) configuration copying
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Forensic Implications
Reduces incidence of zone breach


Limits area to search


Clarifies similar areas of interest


Improves traceability


Simplifies configuration analysis


Reduced redundancy and conflicting rules


We’re starting with good design
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Thank you!

Questions?


nickolas.falkner@adelaide.edu.au

29


