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APT — Advanced Persistent Threat
Definition

“The term is commonly used to refer to cyber threats, in particular that of Internet-
enabled espionage using a variety of intelligence gathering techniques to access
sensitive information...” -- Wikipedia

 Advanced

— Sophisticated attack potentially
« combining several types of techniques

* including zero-day exploits and social engineering

* Persistent

— Targeted instead of being opportunistic: i.e. attack is tailored to the
organization at hand

 Threat
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CISO landscape
Defenses and attacks

Firewall
Anti-virus
Anti-spam
Content filtering

IDS/IPS
SIEM
IDM

WAF
Anti-APT
Anti-DDoS

Vulnerability scanning
Penetration testing
Security audit
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APT example
Spear phishing attack
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Spear Phishing
Example #1
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Spear Phishing
Example #1, cont’d

Staging server

Proxy server

MailGW

| | User
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Spear Phishing
Detalls of the attack

 Attack lasted two days

» Two user groups received “spear phishing” e-mails
— They were not privileged users

* Interesting e-mails
—“2011 Recruitment Plan”

* At least one user
— Retrieved the e-mail from the “Junk e-mails” folder
— Opened the attachment

Source: http://blogs.rsa.com/rivner/anatomy-of-an-attack/
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Spear Phishing
Details of the attack, cont’d

* The payload

— Excel document with embedded Flash object
—“Zero-day” (CVE-2011-0609) Flash exploit

Modified Poison lvy installed by the payload

— Well-known remote management software

— “Reverse connect” mode => workstation connects to attacker’s server
Privilege escalation

— Domain users

— Service users

— Domain admins

Internal attacks

— Internal servers

— “Staging” server => storage, compression, encryption
FTP out collected data to a cracked server

Clean-up after the attack: wipe traces

Source: http://blogs.rsa.com/rivner/anatomy-of-an-attack/
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APT example
“Traditional™ systems
compromise
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“Traditional” systems compromise
Example #2
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“Traditional” systems compromise
Details of the attack

» Attack lasted one month

« Systems compromise route
— Web server in the DMZ => used as file manager and “proxy”
— Office LAN systems
— Secure LAN

» Scale of the attack
— All CA servers compromised

— Certificates issued using the HSM module => used later in a large-scale attack
(300k+ victims potentially)

— Log files tampered with to hide traces of activity

Source: http:/mww.rijksoverheid.nl/bestanden/documenten-en-publicaties/rapporten/2012/08/13/black-tulip-
update/black-tulip-update.pdf
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HSM
Myths and reality

* We use HSM (Hardware Security Module) in business critical systems for
sensitive transactions

%5

Critical servers

Critical servers

HSM used in batch
processes or
automatically

Compromised systems
will use the HSM just as
easily
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How to get Inside?
The “Spear”
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The “Spear”
Example #3

.
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2 successful exploits e’

Source: http://www.securitynewsdaily.com/-cyberattack-hits-oak-ridge-national-laboratory-0709/
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The “Spear”
The “Ignore the security warnings” training course

1/0'3 H CI RS I N 4 5 E-learning Registration Created: Training - Message (Plain Text) -8 X
. . .:d ‘ =
Message Developer @
[ Installation of - "\g . é m- x 3 Move to Folder - £ Block Sender | [ Categorize ~ 3 A
¢ o @ Create Rule &3 safe Lists ~ ¥ Follow Up ~
ini Reply Reply F d ~ | Delet Find
- Log on as AdmInIStratc i tcprI): Sl e i ] Other Actions ~ | Not Junk @Mark as Unread I?
: Respond Actions Junk E-mail = Options f
- Disable the firewall on |- - e e e
From: Sent: K 2011.05.10.16:32
To: ~
:' See details 2
Subject: E-learning Registration Created: Training
N
Dear Participant: ]
You will get the above me{ | This confirms that you have ordered an e-learning offering titled Training.
software anyway”. : _ :
If you have not already started the course, go to your Enroliments to review the list of all learning
items you have ordered. Click on the title to view the course description or to launch the course.
Security warning during installati
5 : We hope you find the items listed in the Learning Catalog interesting and valuable. If you have any =
?At:toxg?ntizg FLLI"S‘L'S'?uer: Itim questions or feedback, please send a message to your country Learning Administrator.
PROBLEMS LAUNCHING E-LEARNING
Before you begin, complete the following:
1. Disable your pop-up blocker. if applicable (i.e., Google. MSN). I
v
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The “Spear”
Myths and reality

« Anti-virus and IDS/IPS stops such attacks

Signature-based mechanisms are
ineffective against unknown attack
types (e.g. “zero-day”
vulnerabilities, customized
payloads)

17 An industry perspective on cyber security challenges © 2014 Deloitte Hungary



The “Spear”
Experiences (1)

— Targeted users

) - @

Linked [[])
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The “Spear”
Experiences (2)

— Fooled users

y

— Insider info (disgruntled
employee)
— Stolen laptop

— Compromised e-maill
account

This is not a fairytale

from over the
ocean...
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— Corporate templates
— Culture/language habits
— Systems, typical e-maill

Does it really matter?
— Autopilot
— The myth of templates
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The “Spear”
Experiences (3)

— Successful exploits

) - @

— Public/industry/insider info
— Stolen laptop

— Zero-day exploit
— Custom payload
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What would be your conversion rate?

. Targeted users: 1in 4

Fooled users: 1in 3

Successful exploits: 1in 2
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Remote control

22 An industry perspective on cyber security challenges © 2014 Deloitte Hungary



“Remote control”
Poison vy

Advanced [test]

#

Profiles

»

Connection

Fiie erences ndow

_.i;??h’/ﬁtv-h\_ : :j:"-rcg_ s
b wWAN  LAN  Con Type Computer ~ UserName  Acc.Type 0S ~ CPU  RAM  Version
L) test 19216 19216.. Direct PENTESTXP  Pentest Admin WinkP 2404 MHz  1.02348.. 231

o Cancel ‘ Generate  Next =>
Version23.2 Nr.of Ports:1  Nr.of Plugins:0  Nr. of Connections: 1
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“Remote control”
Metasploit - Meterpreter

msf exploit(

Request received for /INITM...
Staging connection for target /INITM received...
Patched transport at offset 486516...
Patched URL at offset 486248...
Patched Expiration Timeout at offset 641856...
Patched Communication Timeout at offset 641860...
Meterpreter session 18 opened ( -> ) at 2011-11-17 16:54:02 +01060
Session ID 18 ¢ -> ) processing AutoRunScript
Running module against
exploit( ) > [*] Installing into autorun as
Installed into autorun as
Cleanup Meterpreter RC File:

exploit( ) > sessions -1 18
Starting interaction with 18...
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“Remote control”
Metasploit - Meterpreter

clearev Clear the event log

drop token Relinquishes any active impersonation token.
execute Execute a command

getpid Get the current process identifier

getprivs Attempt to enable all privileges available to the current process
getuid Get the user that the server is running as
kill Terminate a process

ps List running processes

reboot Reboots the remote computer

reg Modify and interact with the remote registry
rev2self Calls RevertToSelf() on the remote machine
shell Drop into a system command shell

shutdown Shuts down the remote computer

steal token Attempts to steal an impersonation token from the target process
sysinfo Gets information about the remote system, such as 0S

Stdapi: User interface Commands

enumdesktops List all accessible desktops and window stations

getdesktop Get the current meterpreter desktop

idletime Returns the number of seconds the remote user has been idle
keyscan dump Dump the keystroke buffer

keyscan start Start capturing keystrokes

keyscan stop Stop capturing keystrokes

screenshot Grab a screenshot of the interactive desktop

setdesktop Change the meterpreters current desktop

uictl Control some of the user interface components
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Remote control
Myths and reality

* We use proxies to access the Internet, which require username-password

authentication
| | | Proxy server

The typical exploit injects the |IE authenticates

code responsible for automatically at the proxy
communication into Internet as the logged in
Explorer (attacked) user

26 An industry perspective on cyber security challenges © 2014 Deloitte Hungary



Once we are Inside

27 An industry perspective on cyber security challenges © 2014 Deloitte Hungary



Once we are inside
An attacker’s heaven

* Normal ‘business’ user
— Application access
— E-mail access
— Network (share) access
— Helpdesk access

 Privilege escalation
— Two-tier applications => Direct database access

— Weak authentication schemes => Access with admin role
— Weak passwords => Unauthorized access
— Unpatched systems => Exploits
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Once we are inside
The reality

A

Length of the | Ratio of unpatched
patching cycle | devices

Criticality of the
system

4>
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Once we are inside
Where is your data?

S ——§

Application Server

User
Application Ser

i

v
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Results of systems compromise

« Example #1
— Several major VLANs compromised
— Access to undisclosed internal sensitive information

« Example #2
— Several major VLANs compromised (DMZ, office, secure server)
— All critical systems compromised (all CAs and the HSM)
= Bankruptcy within 2 months of the attack

« Example #3
— Access to undisclosed internal sensitive information

« Commonalities
— Skilled and customized attacks
— Access to sensitive information
— Sophisticated attempts to hide traces

31 An industry perspective on cyber security challenges © 2014 Deloitte Hungary



How advanced is an APT really?

So how advanced is an Advanced Persistent Threat really?

As advanced as needed...

Simple: EXE in a .ZIP; Google translate phishing

Sophisticated: exploit based on reverse engineering vendor patches

Precision strike: zero-day exploit with targeted payload
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There Is more than just
APT
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Distributed Denial of Service
Myths and reality

 We can survive a DoS...

EX3EE
£ == 2Rkl
EXELY

Multi GBit/sec attacks with
1000+ IPs

£ ’ Can you handle the load?
Can your ISP?
L
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Distributed Denial of Service
Myths and reality

 \WWe have an Anti-DDoS box

Application level DoS doesn’t require much bandwidth
But even more system resources...

? Can your application server handle the load?
Can the database?
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Banking malware
Myths and reality

« Two-factor authentication can prevent banking malware

Banking malware can convince the user to install the
malware on the mobile phone as well

? Can your systems detect transactions by a
banking malware residing on both PC and

. mobile?
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Conclusion

37 An industry perspective on cyber security challenges © 2014 Deloitte Hungary



APT — The schematics

Example #1 — Spear phishing Example #3 — Traditional systems
compromise

Do they look similar?

It’s not a coincidence...
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Defenses

» Defense in depth — network zones
« Hardening on the external-facing and internal networks

» Specialized systems (anti-APT, anti-DDoS, WAF, endpoint
protection)

Prevent

IDS, IPS, anti-virus, transaction monitoring
Awareness
Log analysis

Detect

Incident response

Correct
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Conclusion
New level of preparedness needed

Targeted and sophisticated attacks => high probability to succeed

External attacker => internal attacker

Prevent / detect / correct => there is no silver bullet

Educate + prepare for incidents
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