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|||||||| IT security education from 2009

A full international IT security master program:

* Two years

* Joint by Tallinn Uni of Tech and Uni of Tartu

* Many lecturers from industry and state
agencies

* Free admission from 2013



Master programme

Digital Forensics Cyber Security

spoecialization specialization

® Overview of the Current * Legal Aspects of Cyber Security
Operating Systems

* History of Art of War

® Nio :
Digital Evidence * Principles of Secure Software

® Privacy and data protection law Design

® System Forensic * Introduction to Combinatorics

® Network Forensic and Elementary Cryptography

* Information Systems Hacking

® Methods of security incidence
Attacks and Defence

handling and cyber forensics
* Information and Cyber Security
Assurance in Organisations
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I'T Academy IT Akadeemia 4,

* State support for selected IT study programmes
* http://www.itakadeemia.ee/

* Professorship in cyber security

* Scholarships to cyber security students

* Networking lab

* Joint development of virtual environment of cyber defence exercises CCDCOE

* Cyber Security MSc programme since 2009
* Two specializations: cyber security and digital forensics
* Co-organized with Tartu University
* Approximately 50% international students
* Instruction in English
* Free*

http://www.ttu.ee/cybersecurity
* 2015 — Cyber Security Summer School (http://studyitin.ee/c3s)



http://www.itakadeemia.ee/
http://www.ttu.ee/cybersecurity
http://www.ttu.ee/cybersecurity
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Cybercrime Centres
of Excellence Network

FOR TRAINING RESEARCH AND EDUCATION

* CyberCrime Centres of Excellence Network for
Training, Research and Education LR TR,

* EU funded ISEC-2010 Programme
* 2012-2014
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Enhancement of Cyber Educational System of Montenegro
http://ecesm.net/

* 544088-TEMPUS-1-2013-1-SI-TEMPUS-JPHES

* Goals:
* enhance overall cyber security posture of the Montenegro

* extensive workshops, presentations and promotions for citizens and all levels of
staff involved

* specialized training for specific groups of workers, related to their range of
responsibilities and jurisdictions

* accredited master program recognized and supported by relevant international
academic society

* Completed: Review of existing European practice for Cyber security

Tempus
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TEMPUS IV - 6th Call for proposals -

Joint Projects / Structural Measures
EACEA N® 35/2012

SEREIN

Modernization of Postgraduate Studies on
Security and Resilience for Human and
Industry Related Domains

Juri Vain, TUT
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SEREIN

Tempus
2013 © d 2016

>

Partner no Role Organisation Name City Country
P1 Applicant Tallinn University of Technology Tallinn Estonia
P2 Partner City University London United Kingdom
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Specific objectives of the L
project

* O1 - To develop master programme on Cyber Security and Resilience
with 5 courses;

* 02 - To develop doctoral programme on Cyber Security and
Resilience with 3 courses;

* 03 - To develop in-service training programme on Cyber Security and
Resilience with 3 modules;

* 04 — To establish a National Security Alliance (NSA) for training and
consultancy in the area of Cyber Security Assessment and
Management;

* O5 —To introduce a comprehensive capacity building scheme for
involved academic staff of 7 UA universities.



oSTeRTE http://serein.net.ua/ ABOUT = NATIONALSECURITYALLIANCE  PRIVACYPOLICY ~ CONTA

ﬂ\_ STUDIES ON SECURITY
AND RESILIENGE FOR
J HUMAN AHD INDUSTRY
d RELATED DOMAINS

INFORMATION SEGURITY CYBER SECURITY HARDWARE SEGURITY




acrime

The Economic Impacts of Cyber Crime

|

. . SEVENTH FRAMEWORK
* Economic impacts of Cybercrime PROGRAMME

* FP7-SEC-2013-1, Grant no 607775

* APR 2014 — MAR 2017

* http://ecrime-project.eu/

* Mapping the observable developments and effects of cyber crime
within and among non-ICT sectors, Member States and diverse
stakeholder communities

* Assessing existing counter-measures

* Measuring the economic impact of cyber crime on non ICT-sectors
and

* Developing concrete inter-sector and intra-sector solutions to
address cyber crime


http://ecrime-project.eu/
http://ecrime-project.eu/
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Future research

* Security for the information society
* Network security
* Serious games in cyber security
* Digital Forensics
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