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. Born under a lucky star

e 17 December 2009 : Minister of Justice
contacts KU Leuven

e 15 February 2010: Study trip to Dublin
20 April 2010: Declaration of Intfent
e 17 June 2010: Submission of ISEC proposal

18 February 2011: Approval by the
European Commission

18 April 2011: Grant Agreement
e 27 May 2011: B-CCENTRE Launch
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B-CCENTRE basics

18 April 2011: contract with DG HOME for 3 years (2011-2014)

* Defined set of deliverables

* Limited number of inifial partners

* Total eligible cost: 1679487,4€ - Total EC contribution: 1343589,92 (=80%)
* Objective: provide a sustainable basis for B-CCENTRE
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m .. Mission

Be the Belgian coordination, collaboration
and knowledge sharing platform in the fight
against cybercrime

Contribute to the fight against cybercrime
beyond the Belgian borders, sharing its
research, training and awareness initiatives on
a European and global level.

Be the Belgian node in the European 2CENTRE
network for Cybercrime Centres of Excellence
for Training, Research and Education
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. Target audience

 Dedicated ‘cybercrime fighters' (law enforcement:
police and magistrates)

* Non-cybercrime specialised law enforcement
* Public authorities

 Private companies

 General public (including children&youngsters)

All persons concerned with (possible) cybercrime

“Online security requires your parficipation”
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. Research

«  Fundamental and applied research

 Cooperation and exchanges with law enforcement:
« A challenging factor
*  Mutual enhancement of activities: expertise and motivation
*  Working together under NDA: confidentiality declaration
e TRUST

Win-Win partnership:
Entities deliver a quality input if they can expect some added

= B-CCENTRE's publications available on the website
= Publications :

= B-CCENTRE Legal Research Report

= B-CCENTRE Technical Research Report

= B-CCENTRE Criminological Research Report
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. Examples of research

* Criminological research:
Profiling of child abuse offenders

* Legal research:

A coherent legal regime for searches in the
physical and virtual worlds

* Technological research:

Security solutions for web services: make “web”
a more secure place.



m.. Training

* Taking stock of the existing fraining,
INncluding participatory observation:

Googelen in het politionele onderzoek
Cybercrime training for Magistrates (IGO-IFJ)
Legal training@FCCU:

Windows forensics training@FCCU

* |dentifying needs

* Contributing to training organised by
other organisations

B-CCENTRE organises training in fields and topics

not yet covered, but builds on the existing state of art



m.. Training

Training design and delivery

IPvé training:13-14 Sept. 2012; 21-22 Feb. 2013, in collaboration with
CISCO, @CyNC2013 in Dublin 9 Dec. 2013

Introduction to cryptography: 14 November 2012, 20 January and 4
September 2014 @UCL

Legal expert seminar : 1 October 2012

International course on cyber security and cryptography: 3-6 June
2013

Physical attacks against security devices: 4 November 2013

Legal training for CSIRTs in Belgium, in cooperation with CERT.be
(TRANSITS)

Macintosh forensics fraining: 3-14 March 2014

Seminar on the use of social media: 4 and 11 February (Ghent and
Leuven)

Legal expert seminar on online investigation: 1April 2014
Criminological seminar for schools and LEA : 2 and 9 April 2014
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. Education / Awareness raising

Education
*Cybercrime (related) teaching:
4 LM in Intellectual Property Rights and ICT Law

—cybercrime course in Law Master: ‘Cybercrime
and Crime Control in a Digitising World'’

—{cyber)security courses: offer increased, also in EN
*Cybercrime training for magistrates (IGO-IFJ)
*Cybercrime training for police (CCUs)

*First responder tfraining on cybercrime

-pilot project in one province

-elearning tool: ongoing work
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. Education / Awareness raising

Communication - Awareness raising

*Take stock of the existing websites, initiatives and campaigns
*Promote them via B-CCENTRE's own communication channels
(mailinglist, website, twitter)
*Organisation of political debate on cybersecurityin Belgium on 12
May with Agoria and Lsec
*Nationawide awareness raising activity: creation of the Belgian
Cyber Security Guide (led by FEB) + franslafion in NL & FR
Promotion of Guide via different information sessions
—November 2013@FEB
—18 March 2014 with Alichec
—2 April 2014 with AWT
—12 September 2014 with the Belgian Privacy Commission
—13 November 2014: les assises de I'intelligence stratégique
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READ the
10 key security
principles and
the 10 elementary
security actions.

1

FILL IM the
16 questions
of the self
assessment

REGULARLY

your information 5 10 SECURITY 2 :
KEY PRINCIPLES
AND 10 MUST-DO
ACTIONS

the
corresponding
checklist for

a security each orange
improvement or red answer.
roadmap.

The world business organization

020




A_A A 0 |
$468 8
<

T

g

Jium
Chamber of Commerce |
rganization

The world business o

Principle 1: Look beyond
the technology

Principle 2: Compliance is
not enough

Principle 3: Translate your
security ambition info an
information security policy

Principle 4: Ensure top
management
commitment

Principle 5: Create a visible
security role in your
company and embed
personal responsibility

& QTR P

Principle 6: Remain secure
even when you outsource

Principle 7: Ensure security
is an enabler for
innovation

Principle 8: Keep
challenging yourself

Principle 9: Maintain focus

Principle 10: Be prepared
to handle incidents
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I@@ Belgium

International Chamber of Commerce

The world business or zation
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Action 1: Implement user
education & awareness

Action 2: Keep systems up
to date

Action 3: Protect
information

Action 4: Apply mobile
device security

Action 5. Only give access

to information on a “need
to know" basis
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Action 6: Enforce safe
surfing rules

Action 7: Use strong
passwords and keep them
safe

Action 8: Make and check
backup copies of business
data and information

Action 9: Apply a layered
approach against viruses
and other malware

Action 10: Prevent, detect
and act

16
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. Education / Awareness raising

Education - Communication - Awareness raising

* Campaign with Child Focus and Digital Champion for primary school
children

*Reinforce existing plans and programmes, €.g. by providing
information, arranging for speakers, etc.

*Inspecteur Decaluwé in June 2013 on Radio 2 — safe online - Reaching out
to the general public

* Follow up + sharing the daily news
* Ongoing: campaigns

e Safer internet day

* ECSM

B-CCENTRE reinforces existing initiatives, looks into

complementing them and aims to fill the information gap



G . Awareness raising initiatives BE
(non- exhaustive)

* Online
—www.safeonweb.be (CERT be)

— INSAFE: Belgian Safer Internet Centre (SIC) includes a hotline, helpline and awareness
centre. These three components are run by one organisation: Child Focus: hitp
.//www saferinternet.org/belgium

—www.web4dme.be (Safer Internet)
— http://www.clicksafe.be/splash/nl BE (Child Focus)

— http://www.safeinternetbanking.be/ (Febelfin)
* hitp://www.youtube.com/watch2v=F7pYHNQIC9I
* http://www.youtube.com/watch2v=Rn4Ruplal 1M
* Message on TV on phishing (October 2013)

— http://www.bissi.be/
- http://www.spamsquad.be/
* Facebook
— https://www.facebook.com/Pasoplichting
— https://www.facebook.com/pages/Safeonweb be/
— https://www.facebook.com/Marnague
* Twitter
— https://twitter.com/Safeonweb be



http://www.safeonweb.be/
http://www.saferinternet.org/belgium
http://www.saferinternet.org/belgium
http://www.saferinternet.org/belgium
http://www.web4me.be/
http://www.clicksafe.be/splash/nl_BE
http://www.clicksafe.be/splash/nl_BE
http://www.safeinternetbanking.be/
http://www.safeinternetbanking.be/
http://www.safeinternetbanking.be/
http://www.youtube.com/watch?v=F7pYHN9iC9I
http://www.youtube.com/watch?v=F7pYHN9iC9I
http://www.youtube.com/watch?v=Rn4Rupla11M
http://www.youtube.com/watch?v=Rn4Rupla11M
http://www.bissi.be/
http://www.bissi.be/
http://www.spamsquad.be/
http://www.spamsquad.be/
https://www.facebook.com/Pasoplichting
https://www.facebook.com/Pasoplichting
https://www.facebook.com/pages/Safeonweb_be/
https://www.facebook.com/pages/Safeonweb_be/
https://www.facebook.com/Marnaque
https://www.facebook.com/Marnaque
https://twitter.com/Safeonweb_be
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. Education / Awareness raising

Awareness raising — communication - education

(Co-)organise events

* B-CCENTRE launch event: May 2011

* Conference on National Information Sharing: 28 March 2012
* Conference on Cyber Security Strategy: 22 October 2012

* JuriTIC Cybercriminalité — enjeux et actualités: 1 March 2013

« Juritic 2 Cybercriminalité: Focus on collaboration between judicial
actors and the private sector: 21 June 2013

*International Cyber Security Strategy Congress: Moving towards
Trustworthy Digital Ecosystems - ICSS2013: 4-7 September 2013

*La conservation des métadonnées a grande échelle: 30 October 2014

*Les méthodes particulieres de recherches face aux nouvelles formes
de cybercriminalité: 14 November 2014

*International Cyber Security Strategy Congress - ICSS2015: Cyber
Security and Forensic Readiness: 4-5 February 2015
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. Education / Awareness raising

Awareness raising — communication - education
Events supported (non-exhaustive)

EAuBIT ICT forum 2012 on 3 May

Information Security Solutions Conference - ISSE — yearly in
October

Belgian Internet Security Conference (Belnet): yearly since
2012

Infosecurity: yearly in March

European Voice event: Tackling Cybercrime: protecting
cifizens from digital threats — 26 November 2013
http://www.youtube.com/watch?¢
v=ERKHNnWFOVGI&feature=youtube_gdata
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Audience reached (February 2014)

Conferences

Education

B B-CCENTRE - Cybersecurity Gathering 2012

B B-CCENTRE - JuriTIC Cybercriminalité: Enjeux et
actualités

B B-CCENTRE - JuriTIC Cybercriminalit: Focus sur la
collaboration entre la justice et les acteurs privé

B B-CCENTRE - Infernational Cyber Secuirty Strategy
Congress

1 B-CCENTRE - Launch Belgian Cyber Security Guide

m B-CCENTRE - Sociale media op de politionele
werkvloer Gent - Leuven

HLLMin IP and ICTlaw 2011 - 2012
B LLMinIP and ICTlow 2012 -2013
B [MinIP andICTlaw 2013-2014
B Bachelor Law Infroduction to cybercrime 2013 - 2014

Totfal: 245 Total: 1007 ﬂ
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. Audience reached (February 2014)

Digital media Press Coverage

9000 30
8000
7000 25
6000
5000 20
4000
3000 15
2000
1000 10
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& Print Online Audio online Radio Video online TV

Total: 12362 Total: 54 u
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. Audience reached overall (Feb 2014)

Overview

® Training

@ Research

M Education

M Awareness raising
M Digitale media
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. Transnational Cooperation

*Representing the B-CCENTRE at European level

* Collaboration with other (future) national centres (IE, FR, ES,
EE, RO, BG, EN, PO, EL, CZ, LT...)

 Member of the 2CENTRE network

e European Cybercrime Training & Education Group
(E.C.T.E.G.) at Europol

* Cooperation with European Cybercrime Centre

e Participation in cybercrime related conferences and
training

e Parficipation in different European consortia for projects

B-CCENTRE has become a recognised partner
in the Belgian and European landscape
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. B-CCENTRE Challenges

* Defined set of project activities and deliverables vs
— changing needs of law enforcement
— evolving cyberchallenges
* From project to sustainable platform for network of cybercrime
actors in Belgium, promoting knowledge and expertise

Objective: creating a sustainable expertise centre to support the fight against
cybercrime : within KU Leuven —in Belgium

 Recognition and support of BE decision making authorities

— Place for B-CCENTRE in national cybersecurity strategy — implementation of
Cyber Security Centre in Belgium

* Public-private cooperation & how to combine differing objectives
in a common Cybercrime centre goadl

B-CCENTRE seeking to carefully deliver according to project
planning whilst keeping an eye on changing requirements

and aiming for longer term sustainability
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March 2012 — November 2014

Conference on National Information Sharing — 28 March 2012

* Key actors from Belgium — case study neighbouring countries (NL, Lux, DE,
FR) — see http://www.b-ccentre.be/epage_id=771

 About 100 participants
* Ten action points for Belgium:

Central Budapest Fine-tuning the
Coordinating Convention on existing Legal
Body Cybercrime Framework
Where?

YES ONGOING

Resources for

Public/Private Cybercrime International
C i )
ooperation Fighters Cooperation
YES NO

NO




* Consolidate role as central node for knowledge sharing
and acquisition (including training and education on
cybersecurity)in Belgium

e Contfinue work as valorisation channel for academic
research on cybersecurity

* |Initiate and conduct policy supporting research for
Belgian Cyber Security Centre-CCSB and other research
(European and national projects), e.g. ACDC,TRU-BLISS,
BCC, ...

* Belgian node in the European network of Centres of
Excellence for Training, Research and Education
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. TRU-BLISS

Fostering frust by enhancing cyber resilience

e 2 year project
* iMinds funding

 Cooperative Stakeholder Model &
Cyber Security Maturity Model

* Next-Gen Banking
 Advanced Audit Technigues
* Web Security Technigues

e Security Data Analyfics

* iMinds funding

e Budget cut-15%
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. BCC: Belgium — Cost of Cybercrime

measuring cost and impact of cybercrime in Belgium

* Objective:
—reach an objective, up to date picture of
cybercrime in Belgium and its evolution over time

— Create a country specific model to analyse and
determine damage caused by cybercriminals to
Belgian society

* 4 year project
* Brain.be funding
* Budget cut -30%



CyberLEAP Project
ICSS2015 & Cybercrime Law
Enforcement Programme

*Objective : provide an occasion and platform for training,
information & knowledge sharing and cooperation between
Law Enforcement Authorities in the EU and experts -from
public & private sector, as well as academia- to enhance

understanding of the cybercrime phenomenon in all its
facets and the means and ways for combatting it.

*Expected outcome: CyberLEAP will allow the cybercrime
fighters in the EU to take a leap forward in knowledge,
expertise, coordination and networking, enhancing their daily
activities.

*/ months project

*EU — DG Home, ISEC funding

*Budget cut to only 62% co-financing




m.= Many other related projects

* VALCRI

* EXISTENZ
 ECOSSIAN
« ACDC



m . . Cyber Security Coalition

Initiative taken by Belgacom
* Launched on 20 October 2014
B-CCENTRE in Steering Committee

* Partners
— Universities
— Public sector
— Federations

* Scope:
— Education track
— Awareness track
— ¢ No research



CYBER SECURITY

COALITION..

coalition of
public
authorities, the
academic
world and the
business sector
joining

forces against
cybercrime

brings fogether more than
50 key players to share
knowledge, raise
awareness among
citizens

and businesses and issue
recommendations for a
more efficient policy



International Cyber Security Strategy Congress 2015

Leuven, Belgium

Cyber Security and Forensic Readiness
Pre-Congress B-CCENTRE workshop 3 February

4-5

February
2015

Vv

Bringing together Law Enforcement, Industry, Policy Makers and

Academics in a unique Cybercrime Congress

b-ccentre

BELGIAN CYBERCRIME CENTRE OF EXCELLENCE
FOR TRAINING, RESEARCH & EDUCATION

www.icss2015.eu #1CSS2015

With the financial support from the Prevention of and Fight against Crime Programme of the European Union
European Commision — Directorate-General Home Affairs


http://www.icss2015.eu/

Contact

Ann Mennens, Manager, ann.mennens@b-ccentre.be

Tel. +32 16 32 07 82 / Fax +32 16 32 54 38 / Mobile: +32 476 32 10 02

B-CCENTRE, ICRI-CIR KU Leuven - iMinds

Sinf-Michielsstraat 6, box 3443, BE-3000 Leuven
contact@b-ccentre.be - www.b-ccentre.be - @B_CCENTRE

With the financial support from the Prevention of and Fight against Crime Programme of the European Union
European Commision — Directorate-General Home Affairs


mailto:ann.mennens@b-ccentre.be
mailto:contact@b-ccentre.be
http://www.b-ccentre.be/
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